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Abstract

Network monitoring is one of the most significant functions in network
management. In order to measure network elements and services, normally a polling
approach is used to help network professionals understand the state of the managed
systems in real-time. Given the current rapid growing networks, the information
exchanged between network nodes and a central network management system
(NMS) could be substantial.

In this study, a dynamic polling scheme is proposed to transform the network
monitoring problem into an optimization problem of polling frequencies assignment
when network resource consumption becomes a constraint. The motivation for such
scheme arises from the needs of network administrators who assign management
efforts efficiently on the elements within the networked system. The proposed
dynamic polling scheme determines the polling frequencies to each of the network
nodes in accordance with the integration of the Analytic Hierarchy Process (AHP)
method and Branch-and-bound techniques. Thus, the goal of the optimization is to
trade-off between the management efforts on the managed elements and the
performance of network behaviours.

The simulation results show that the proposed dynamic polling scheme is more
efficient than a simple random polling scheme, and performs well across a wide
range of traffic loads.
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1. Introduction

Efficient network monitoring assumes having reliable information about the managed systems. A typical set of
network monitoring tasks used to determine the current state of the monitored systems are as follows. Intervals
(frequencies) at which the state of the monitored systems need to be sampled are determined based upon the
granularity of the control actions. After that, all the sample data are collected and transferred continuously for
interpretation and action. In accordance with network management terminology, this activity is referred to as a
polling approach.

As shown in the figure above, a network management system (NMS) monitors and controls a network by poling
all network elements (could be in node-level, subnetwork-level, and network-level) in order to get the most recent
performance metrics, such as loss, jitter, latency, throughput, etc. The value of any metrics for management
decisions can be obtained only through polling actions issued by the NMS.

It is well known, however, that some limitations of polling hinders network management from efficiently sampling
the state of the networked systems. For instance, under some scenarios, simple periodic polling may bring
management overhead on some crucial links and thus reduce the efficiency of the entire system. The management
efforts could also consume already limited network bandwidth. Besides, the increasing complexity of managed
systems and services provided by them generates a need for monitoring of more and more network resources.

To balance the efforts of polling and the achievement of management efforts, the issue of efficient coverage and
allocation of polling should be addressed. The coverage of polling and the volume of data directly impact the
accuracy of the measurement and the network behaviors. Additionally, the selection of the polling frequency is
very crucial.

The motivation of this study is to put more management efforts on more critical components while an adaptive

polling technique is employed to dynamically adjust the polling interval on each individual network element so as
to optimize management efficiency and overhead.
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2. Related Work

Despite the extensive work and contributions that have been made towards the monitoring of networks
and systems, none of the existing approaches propose a single model that captures the need for optimizing
management efforts, and maintaining efficient network behaviors by allocating different polling
frequencies to different preferential network elements and services.

The need for optimized monitoring is the focus on [2]. Jiao etc. gave a definition of the network
monitoring problem: the monitoring problem is to construct correct efficient monitoring algorithms for
any given set of variables, integrity constraints and alarm conditions. Despite classifying the network
monitoring problem in terms of the integrity constraints and proposing different algorithms for each of
these classes, this model did not specify the polling strategies to reduce management traffic.

Many schemes have been proposed for controlling the overheads of dynamic polling by throttling polling
rates. For instance, after having compared existing schemes, Yoshihara etc. [8] proposed a dynamic
polling scheme which considers both the overhead of polling traffic and the message rates required for
management tasks. However, this work did not address the optimization of network resource consumption,
nor did they seem to address issues related to network behaviors.

Li etc. [4] addressed the problem of optimizing a scalable distributed polling system. Their goal was to
determine a minimum subset of nodes on which to place pollers such that the bandwidth constraint on
each and every network link is the maximum bandwidth that can be used for polling on that link. They
also showed that the problem of optimization is NP-hard and proposed three heuristics to obtain a solution.
Nevertheless, this approach was interested in minimizing the coverage cost of monitoring, and neither
efficient management effort allocation nor detailed polling strategy were considered.

In [10], the adaptive sampling proposed by Hernandez et al. dynamically adjusted the sampling (polling)
rate based on the observed sampled data. Unfortunately, they only considered the prediction of future
behavior based on the observed samples, neither existing interrelationship and dependencies of network
nodes nor optimization of network resources were considered.

Furthermore, from the configuration and resource provisioning perspective, Abdu [9] modeled three main
aspects of achieving efficiency in distributed systems management: (1) the need for minimizing resource
consumption by management; (2) the need to satisfy system and application requirements; (3) and the
need for a dynamic solution. This work can be used as a reference for the polling frequency allocation
used in this study.
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3. Design Issues

Despite being essential in maintaining the performance of managed systems, polling can degrade system
performance if resources are not efficiently utlized. Quitely often, it is not obvious which node to be polled and
how frequently it should be done. On the one hand, increased polling usually means more resource consumption.
On the other hand, less visits to the nodes may bring less accuracy to the state of the managed systems.

The management configuration represented above illustrates a trade-off idea to reduce the amount of time and
management overhead used to determine network status while maintaining measurement performance. Assume
that the nodes on management connections contribute more towards network performance. That is, node 2, node
3, and node 6 are more important to overall network performance. Generally, there are many factors influencing
the impact of these nodes on overall network performance, such as: frequent dynamic status change, fault nodes,
main routes monitored by the network administrators, etc.

Intuitively, these nodes on management connection should receive more polling than those nodes on physical
connections. That is, node 2, node 3, and node 6 should be visited more often than others.

There is a trade-off between the coverage and performance of management and the efficiency of polling. This
results from the observation that in order to validate many network measurement, the manager only needs fairly
good estimates from a small set of the entire system.

Based on such trade-off concept, a dynamic polling scheme is proposed that: brings all elements together, and
considers trade-offs to achieve overall practical optimization. The main interest of this study is to measure as
close as possible the overall network performance, and at the same time, rationally reduce management on those
elements which are out of focus with respect to required constraints. That is, fewer management efforts spent on
less influential components. In fact, this is still based on the idea of controlling the overhead of dynamic polling
by throttling polling rates [8]. However, unlike those existing schemes, this proposed scheme differentiates
network nodes and assigns different polling frequencies to each of them.



A dynamic polling scheme

Construct Polling
Frequency Hierarchy

Perform pairwise
comparison and
rating decision

v

NMS selects solution on
Decision M aking

v

Refinementby
Optimizaion

[m—————— e ——————

4. A Dynamic Polling Scheme

For a solution to the problem of polling frequency optimization, a new dynamic polling scheme is proposed which not
only controls the increase in the polling message traffic but also complies with the change of network performance.

4.1 Execution flow and functional components of the proposed scheme

The figure above shows the execution flow of the proposed scheme. After constructing a hierarchy which incorporates
network components and associated network performance metrics, in each monitoring session:

*Compute an aggregation of global comparisons
*Select solution based on management objectives
*Refine the Solution from the optimization set

The propsed scheme consists of three main components: a polling frquency hierarchy, Selection on decision making,
and Refinement by optimization.

Construct a polling frquency hierarchy

The fundamental problem of the proposed dynamic polling scheme is the selection of relevant parameters and the
construction of an associated polling frequency model to reflect monitoring demands. This is addressed by a hierarchy
which incorporates network performance contraints and network behaviours.

NMS decisions

Once the global weights of each element in the hierarchy have been computed, NMS is going to select the solution
based on management objectives (if existing resources are available) simply by associating weights with the polling
frequency.

Optimization determines the most eficient combination

There are cases where network resources are limited (to be allocated for management purposes). Under such scenarios,
by including the network contraints and transforming the resource allocation problem to a problem of optimization, the
proposed scheme can provide better satisfaction to the management requirements.

In conclusion, the advantage of such integration of decision making and optimization is to filter out uncritical elements
by using the appropriate weights if necessary.
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4.2 Polling Frequency Model

In the proposed scheme, at first, a hierachy of polling frequency model is constructed. Organizing all relevant network
elements and associated performance in a hiearchy can simplify the complexity of management.

The figure above shows the hierarchical structure of a polling frequency model, which is the aggregation of all the
related network performance mitrics, the relevant network devices and services, and the existing network elements
which would be selected.

The hierarchy comprises performance metrics associated with network transmission: loss, jitter, latency, throughput,
and utilization. These metrics are grouped in a level because they share the properties of being the most fundamental
factors for determining network behaviour.

Since the network devices and services influence the representations of the performance metrics, these network
elements are layered underneath. The network element level can be tailored and scaled to a wide range of networks and
applications, ranging from network devices (router, switch) to network services (server, web), and clients.

Finally, in accordance with the AHP methodology, a combination of decision elements, the real combination of all
existing network elements to be polled, such as routerl, route2, switchl, and so on, are deployed at the bottom.

By applying a multiple decision making technique, the Analytic Hierarchy Process (AHP) [6], this hierarchy casts
polling frequency model into a multiple choice decision making problem. With the AHP, the relative importance, i.e.
global weight, of each bottom decision element is judged by pairwise comparison. For comparison considerations,
preferences are assigned based on the network activities and on the influence of the associated network components.
Factors such as for example: the importance of the network component, its failure characteristics, etc.

After having obtained the global weights of the decision elements, the relative ranking of the decision elements is
computed. Then, a synthesis of a linear weighted measure is aggregated by the multiplicity of the global weights and
relative rankings of each decision element in the alternative solution. In fact, the output is a linear weighted measure
that combines managed variables in a decision. For more details, readers are referred to [6].
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4.3 Decision making

Besides taking into consideration a wide range of factors including objective and subjective aspects for evaluating
monitoring effectively, this approach also examines all relevant factors, balances various objective criteria in terms of
influence associated with locations, impact on network behaviour, and failure percentages. The selection of the polling
frequencies based on management objectives is therefore a combination of the cumulative actions imposed on network
behaviours.

A multiple choice decision making technique, the AHP, develops a utility function so that values of trade-offs are
indicated and the viewpoints of various groups within the organization are reflected. It is anticipated that the AHP will
be applied to balanced scores to determine values of trade-offs between various alternatives. In this way, Polling is
based on preferences by weigthting. It is possible to perform numerical analyses on various comparisons in order to
make decisions.

4.4 Optimization

This part considers polling frequency assignment optimization given network resource constraints. The objective is to
find a combination of polling frequencies from each individual network elements under the constraint, so that the
management traffic consumption is not more than a given level of network bandwidth utilization. A decomposition
method, based on branch-and-bound (BB) techniques [11], is used for solving the problem. In order to speed up the
procedure, the depth first approach of BB is applied. The procedure is outlined here: after initilization, compute upper
bound U1, then perform a forward step. Whenever a forward move is exhausted, the upper bound U1 corresponding to
the current solution is computed and compared with the existing best solution so far, in order to check whether further
forward moves could lead to a better one: if so, a new forward move is performed, otherwise a backtracking step
follows. For time saving, the optimization can be stoped when a close to optimal solution if found, that is, when further
forward steps could not bring a better solution.
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5. Experimental Study and Results

This section describes a set of simulation experiments used to evaluate the influence of the dynamic polling scheme on
the system performance. The simulation model building procedure used in this study is as follows: (1) Construct
preliminary simulation model diagrams and develop data flow diagrams; (2) Collect system data and test and analyze
the models for the required performance.

5.1 Simulation setup

A discrete event simulation package (ns-2) is used for this study. Input data for simulation include the topology of the
network, workload placed on the network, faults injected in the network, and management structure.

The Figure above shows the simulated network connections. The core routers consist of nodes 0, 1, 2, 3 and 4. four
edge routers connected to these core routers are nodes 5, 6, 7, and 8. Nodes 10 to 14 are servers, and nodes from 15 to
26 are clients. Servers provide network services such as ftp, http, multimedia. Each client node in the network may have
a number of customers connected to it.

The simulated network was fed with various kinds of traffic: ftp, multimedia, web, web traftic models, etc. The main
workload is generated by a set of applications running on client sides. The traffic load can be adjusted by varying the
number of access users and the type of requests. Three network load conditions are studied: light load, medium load,
and heavy load.

A Fault model is used to simulate a link/node failure or delay. The network fault model includes faults possible for
network elements. This is realized in two ways: by being embedded within a traffic load provided by ns-2, or by being
injected by specifying a down time of nodes and/or links.

For simplicity, there is a centralized network manager. That is, there is a single administrative domain where
management applications reside on node 9 and they poll all nodes and links within the topology.

Within the experimental study, the simulation lasts 200 seconds. The data input are the same for both schemes.

For the sake of simplicity, the polling interval base for the dynamic polling scheme was set to 2 seconds. Performance
metrics are collected at each network node and link.
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5.2 Simulation results

A performance analysis of the proposed scheme is conducted by studying the simulation results for accuracy,
efficiency, and the feasibility of the fault findings. After that, a comparsion with the random polling scheme was carried
out.

In order to compare the performance of the propsed dynamic polling scheme with the random polling scheme, a
measure of accuracy is needed, therefore the Analysis of Variance (Anova) procedure is used to evaluate that
measurement. The idea of using this is that these two schemes are estimating the same quantity of the network
monitoring and should be close in network performance variance. With Anova, the null hypothesis is that the variance
of these two schemes is the same. As shown in the table above, the ratio of the “Between groups” variability is F=6.83.
Thus, the null hypothesis is rejected at the 90% level but not at the 95% level. That is, theres is a slight different (at the
90% level, but not at the 95% level of confidence) between these two schemes. In other words, the proposed scheme
can basically reflect the accuracy of the random polling scheme.

In addition, the experimental simulations were run at the fixed polling frequency for both the proposed scheme and the
random polling scheme, so as to determine how the variability of the proposed scheme affects the management
efficiency. The plot on the right above compares the difference of the numbers of transmitted polling packets under the
different monitoring demands. The x-axis is the presented load, and the y-axis is the percentage of differentiation. At
the worse cases, which are the cases when the presented loads are very low, less than five percent in the diagram, the
proposed scheme produces almost the same number of packets as random polling. Under a medium presented loads
between twenty percent and sixty percent loads, the diagram registered up to fifteen percent traffic savings, with a clear
trend of increasing traffic savings. Finally, in the case of heavy traffic loads of over eighty percent bandwidth
utilization, the application of the proposed scheme results in up to twenty-fix percent of traffic savings.

From these results, it can be found that given sufficient system resoruces, both schemes are functional similar.
However, if resoruces are scare, or a heavy system load is causing resource contention, the proposed scheme is more
efficient in terms of traffic savings.
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It is often difficult or impossible to identify the exact fault events in the simulation ,in terms of the locations and the
durations. Therefore, for the sake of simplicity, this study injects several fault events to check the difference between
the proposed scheme and the random polling scheme in terms of performing the task of fault finding.

Furthermore, It is difficult to quantitatively compare the fault findings of the proposed dynamic polling
scheme to an equivalent random polling approach when there is a difference in the value of the polling
frequency assignment. Therefore, two forms of experiments were conducted to compare these two
schemes. First, using a fixed number of polling intervals and then with a fixed number of error injections.

Two charts of relative error versus polling counts on particular link were made for both schemes above on the left. The
upper one is the case where the polling count is held constant and the error is measured on the average. The lower plot
is the case where the amount of errors is held constant and then the polling count is measured on the average. As the
results indicate, the proposed scheme outperforms its corresponding random polling approach by using less polling
counts to find more errors.

To represent the task of monitoring, a measurement that collects the time difference in response to the fault event
situations is decided upon. As a profiled fault event occurs, information is recorded to gather the time difference
between the time when the event occurred and the following exact time of polling. By comparing the time difference, it
is possible to deduce the responsiveness of the algorithms to the network behaviours, hence, evaluating the accuracy of
the algorithm.

In this study, information is aggregated to summarize the behaviour of fault finding activities. The difference is
calculated base on 10 simulation runs. Overall, it can be concluded that the proposed scheme practically achieves
enough precision compared with that of the RP approach.

It should be mentioned that it is possible that multiple presented workloads may be loading simultaneously in the
network. However, for the sake of simplicity, the simulated fault occurs at one site, thus, the data in the table above can
only reflect a single fault finding at a time.

Taken together, the results of the experiments and the analyses confirm that the proposed dynamic polling scheme can
play an important role in decreasing the load on the network and on the network operator/manager, increasing the
accuracy of the measurements. Thus, the dynamic polling scheme can provide the potential for better monitoring,
control, and management of networked systems.
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6. Discussion
A simulation approach to evaluate the performance of dynamic polling schemes is presented in this study.

The AHP methodology used in the decision making has its strength on solving difficult, complicated problems with
multiple criteria. However, for a real time action such as the proposed scheme, it is impractical to use human judgment
interactively. Therefore, in this study, pairwise comparisons are conducted by using ratings decision comparisons which
seek to obtain relative measurements in real time.

At the most fundamental level, the design of such a dynamic polling scheme can be divided into a hierarchy of levels or
layers. Thus, a networked system can be easily matched into the hierarchy of polling frequency model. Therefore, this
scheme is flexible and scalable.

At this moment, the comparison and decision making period of the scheme is done off-line in the simulation. However,
it is not difficult to improve the usefulness and applicability of the AHP model in real-time decision making. This issue
can be solved by querying MIB values during implementation, as each MIB defines the data that it makes accessible to
agents and applications via a management protocol.

Finally, it should be emphasized that the reduction of data exchange overhead between managers and agents using the

dynamic polling scheme comes at the cost of additional computation by the management nodes. Given that modern
network devices have large processing capabilities, this appears to be a reasonable trade-off.

11



Conclusion and Future Work

An optimization of network monitoring

Future work

o How would this scheme be implemented on real
time networked systems

7. Conclusion and Future Work

This paper proposes a new scheme for dynamic polling that considers the polling frequencies required for network
management tasks, the overhead of management traffic, and the associated performance impact on the network. The
proposed scheme determines the polling frequencies with respect to the impact of the monitored elements on the network
behaviour, and the optimization of the required management tasks.

Future work involves issues such as how would this scheme be implemented on real time networked systems.
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