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Abstract. A wireless sensor network is a collection of devices limited in low-
powered batteries, processing, communication bandwidth capabilities and low 
memory availability. Due to these constraints, most of security approaches used 
in wired networks cannot be applied directly in this environment. In this work, 
we present a hybrid protocol that treats the group key management scheme and 
the transparent cluster interconnection. The feasibility of this protocol was 
verified by simulation and we concluded that increasing the number of nodes in 
the network does not change the performance of the interconnection between 
any two clusters. 

1   Introduction 

A wireless sensor network is characterized by a collection of nodes, which do not 
utilize a network infrastructure. The low processing capability, low memory 
availability, and the battery-based energy consumption are also limiting factors that 
should be taken into consideration. In this sensor network environment, due to the 
limitation on the transmission range, in order for two nodes, A and B, to 
communicate, they must utilize multi-hop routing over intermediate nodes between 
them. In this sense, nodes act not only as hosts, but also as routers, receiving and 
transmitting messages whose end-destinations are other nodes. 

Because of the nodes limitations, the utilization of a pure public-key infrastructure 
(PKI) becomes unviable because of the processing time and consequently because of 
the energy consumption necessary for the encryption and decryption of messages. 
One way to reduce the processing time and the energy consumption in message 
passing is the utilization of symmetric keys, both in routing and data exchange. A 
sensor network can be divided in clusters, in the attempt to localize group sensors by 
the characteristics of the services they use and provide, with the goal of optimizing 
performance [1]. 

In this article we present a hybrid secured protocol which guarantees group key 
establishment, route discovery and secure message passing. The feasibility of this 
protocol will be proved by a simulation. We simulate an environment of a variable 
number of clusters conclude that a significant increase in the number of nodes in the 
network does not change the performance of the interconnection between any two 
clusters. Our discussion focus in section II we will present the proposed protocol we 



will also present the transparent interconnection of clusters. We present in section III 
the previous simulations and the results obtained, and in section IV we conclude the 
article. 

2   The Proposed Protocol 

In this article, we propose a hybrid protocol that combines the advantages of the use 
of symmetric keys in the discovery of routes and in the message exchange between 
sensors and public keys for the establishment of symmetric keys, as well as 
transparent cluster interconnection. 

In order to turn the use of public keys in a sensors network viable, it is preferred 
that only one node per cluster utilizes a CA to authenticate the received public keys. 
The node must be the cluster head, due to the less constrained characteristics, so that 
the solution will need fewer distributed CAs to ensure the availability to the entire 
network. To keep the focus of this article, we assume that there is a CA distribution 
scheme that allows a cluster head to verify the authenticity of another node in which it 
wants to communicate. To turn the use of a cryptography protocol viable, the sensors 
will establish a session key (symmetric) with the cluster head and once this key is 
obtained, all route discovery operations and message exchange will be done utilizing 
this group key. In this approach, the cluster head becomes the entity responsible by 
the key management and distribution. 

The key establishment scheme follows some basic rules. Each sensor, before 
entering the network, has a set of pre-installed data by a trusted entity. These values 
are its own sensor ID (IDsns) and a pair of keys , one private (KRsns) and another 
public (KUsns). The sensor also stores the identification (IDch) and the public key 
(KUch) of the cluster head in which it is supposed to be placed. This approach is 
justified because of the cost to generate the pair of keys and to establish a trust 
relation between the sensor and the cluster head will be higher. 
The messages used to the key establishment are: 

Sensor → CH: (type, IDch, IDsns, KUsns, Signature) (1) 

CH → Sensor: (type, IDsns, IDch, EKUsns(Ks), Signature) (2) 

CH1 → CH2: (type, IDch2, IDch1, IDsns, KUsns, IDsns1, Signature sns, 
Signature ch1) 

(3) 

CH2 → CH1: (type, IDch1, IDch2, IDsns, Signature ch2); with Signature 
ch2 = Sign KRch2(HASH(type, IDsns, IDch2, IDch1, KUch1, IDsns1)) 

(4) 

CH1 → Sensor: (type, IDsns, IDch2, IDch1, KUch1, IDsns1, Signature ch2) (5) 

Sensor → CH: (tipo, IDch, IDsns, Signature gr); with Signature gr = 
EKs(Hash) 

(6) 

Where (1) is the request to join the cluster and obtain the group key. (2) is the 
response to the join request and transmission of the group key. (3) is the requests 
forward to join the cluster to the destination cluster head. (4) is the configuration 



response of the sensor to accept the new cluster head. (5) is the reconfiguration 
message of the sensor to belong to the new cluster head. (6) is the request to obtain a 
new group key. 

In this article, we are focused in avoiding the processing overload and energy 
consumption of the sensors. The idea is to transfer the key agreements to the cluster 
heads. This way, the processing time to establish a session key will be lesser if it is 
established for any two entire clusters instead of being established for just two 
sensors. If a sensor wants to communicate with another sensor inside the cluster, it 
simply does it by using the group key. When the destination sensor is in another 
cluster, the entire message path will be done using different session keys. First of all, 
the originator sensor encrypts the data messages using its own cluster group key. The 
cluster head uses the session key that was established with the destination cluster 
head. The destination cluster head uses its own group key. In the last step, the 
destination sensor accesses the secured information with the group key. 

One of the main advantages of this approach is achieved when any other sensors of 
any of these two clusters want to communicate. The entire route discovery will be 
optimized due to the fact that the most complex process has already been done. 

This way, we have a transparent cluster interconnection, because the sensor doesn’t 
need to know in what cluster is the sensor that it wants to communicate to. This 
approach will be the base of our simulations to demonstrate that by increasing the 
number of the sensors and consequently the number of clusters in the network, the 
messages exchange performance will be the same, having only the increasing of the 
propagation time of the message through the neighboring nodes. 

3   Simulations 

The simulations had their main focus on the proposed protocol performance for the 
cluster interconnection, being necessary the creation of an environment in the 
Network Simulator-2 (NS-2). As the presented solution must be implemented in the 
routing layer, the Ad-hoc On demand Distance Vector (AODV)[2] protocol was used, 
with the SAODV (Secure AODV)[3] security requirements.  

In our simulations, we simulate the 512 bytes CBR (Constant Bit Rate) messages 
being sent through any two sensors of any two different clusters, having each one 250 
sensors and these sensors were distributed evenly inside the cluster. In this work we 
did not consider the mobility of the sensors. We considered frequencies beyond  
8MHz, like the 16MHz, 32MHz and 64MHz frequencies.  

The previous simulations proved the expected performance of the proposed 
protocol. In the Fig. 1, all four curves have a small angular coefficient, despite the fact 
that they seem have a bigger inclination curves from the tenth cluster. In the collected 
values, we can notice a gradual increase of the time due to the increasing number of 
clusters. 

Increasing the number of clusters, the time for the message to reach the destination 
also increases, because the distance increases in the same proportion as the number of 
clusters. The propagation time is more relevant than the time to calculate the hash 
function. 



  
Fig. 1. The average time to send a CBR message of 512 bytes over the number of clusters in the 
network without any pre-established route 

4   Conclusions 

The present work tried to adopt the AODV protocol to a clustered sensors network 
environment. A key establishment and a mechanism to interconnect securely any two 
clusters was proposed. Analyzing the simulations results, we can notice an even 
performance in the clusters interconnection, even when the number of clusters was 
considerably increased. Some disadvantages of this approach must be exposed. The 
way the messages pass through can overload the cluster head, becoming a bottleneck 
to the extra cluster communication. Another point that can be a disadvantage is the 
way that the message authentication between intermediate cluster heads are treated, 
where there can be a delay to identify an anomalous message. However, we do 
believe that the benefits pointed out in this work are bigger than those casual 
disadvantages. The main attractive point of this approach is to have a constant 
performance in a message exchange between any two clusters, even with the 
increasing of the number of clusters in the network. 
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