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Abstract. Web Services and Service-Oriented Architecture (SOA) has
been playing an important role as a middleware for interoperable trans-
actions such as Business-to-Business and Enterprise Application Integra-
tion. Popular Web Services frameworks, such as Apache Axis, did not
consider the Quality of Service (QoS), though these aspects are high
demands in practice. In this paper, we present a framework support-
ing QoS built on the top of Axis. The framework is transparent with
developers on both client and server side, and supports QoS including
performance, accessibility, reliability, and security for SOA-based trans-
actions. The design and implementation of our framework provide an
easily integrated and flexibly extended approach to SOA-based applica-
tions. The key features and implementation methodology are described,
with scenarios provided as usage examples of the framework.

1 Introduction

Service-Oriented Architecture (SOA) is the new trend in distributed systems
aiming at building loosely-coupled systems that are extendible, flexible and fit
well with existing legacy systems [1] [2]. SOA is based on Web Services frame-
work, which intends to provide a standards-based realization of the service-
oriented computing (SOC) paradigm. The real value of SOA is the ability to
automate large-scale business processes, mixing a variety of technologies. SOA
is based on Web Services technology and Web Services technology is based on
XML; therefore, it is possible for any platform and programming language to
build applications using Web Services. These features of Web Services technol-
ogy can solve the weaknesses of other distributed technologies such as language
and platform dependence, inflexibility, disruption to existing interfaces of old
systems [3].

In the SOA-based approach, each system specifies the interoperability with
others for the integration and machine-to-machine interactions. The transactions
of interoperability are created as services using Web Services/SOAP interface [6].
Services can be published for integration communications thanks to UDDI spec-
ification. Each system, depending on particular business rules, might communi-
cate with other systems by requesting services via SOAP/HTTP transactions.



In general, SOA approach gains the flexibility and scalability, extensibility as
well as trust and security in interoperability.

Although SOA supplies an architecture for software interoperability in effec-
tive manner, there are many challenges that need to be investigated to develop
the infrastructure for such an architecture. One of the challenges is Quality
of Service (QoS) for SOA-based transactions. Normally, developers use a Web
Services framework to build SOA-based applications since such frameworks sup-
ply simple approach for creating, deploying as well as consuming Web Services.
However, most Web Services frameworks have not been considered the aspects of
QoS; therefore, it is very difficult for developers when considering these aspects
in their applications. In this work, two aspects of QoS in SOA-based transactions
are considered: reliability and security.

In our point of view, to support QoS in SOA-based applications, a framework
for service management is needed. A common framework identifies specific func-
tions that need to be addressed in order to achieve decentralized interoperability.
The aim of this research is to build a framework that supports QoS for SOA-
based applications. The proposed framework supports both client side and server
side and is designed in extensible and flexible manner based on open standards
supporting Web Services transactions. Developers could use the framework by
transparently configuring framework mechanisms and could manage services on
concrete scenarios.

The rest of this paper is organized as follows. We present the design of mod-
ules in the framework in section 2. In section 3, the implementation of the frame-
work is detailed. Section 4 gives the evaluation and shows how the framework
can be used by giving some real scenarios using our framework. We conclude the
paper and specify future work in section 5.

2 The Design of the Framework

2.1 Goals

Recently, there are a number of Web Services frameworks but they were not con-
sidered QoS. For instance, Apache Axis framework [4] only provides the way for
constructing SOAP processors such as clients, servers, gateways. GLUE frame-
work offers a more simple invocation model by generating an interface automat-
ically and providing it remotely, i.e. only supports client side [11]. Asynchronous
Invocation Framework [15], which is built on top of Axis and provides asynchro-
nous invocation on client side without using asynchronous message protocols,
or Web Services Invocation Framework (WSIF) [12] support only on client side
and did not consider QoS for transactions. Therefore, the goal of this work is to
propose a framework that supports QoS properties for SOA-based transactions.
The main aim of our proposed framework is that the transactions of services
are guaranteed the reliability and security. The aspects are transparent with
application layer; thus, Web Services applications built on this framework are
guaranteed the reliability and security without considering these aspects in ap-
plication code. In reliability aspect, the framework deals with the problems such



as system or network failures in transactions of the architecture and resolves
the problems by managing and recovering failed long-running transactions. In
the view of security, data transferred within the framework are guaranteed the
integrity, confidential, and non-repudiation. Access control of services is also
considered via authentication mechanism. Besides, the proposed framework also
aims to resolve the following issues such as: providing the better performance
of Web Services applications, giving simple and flexible usage on client side and
server side, and supporting for multiple Web Services implementations.

Moreover, a framework design should support the heterogeneity of services,
infrastructures, and protocols, as this is the main design goal of Web Services.
And as the technology continues to evolve, a number of specifications are being
proposed to address the areas necessary to support Web Services. Therefore, the
design of framework should provide the extensibility, which is important feature
of a framework for extending additional functions in future.

2.2 Modules

Fig. 1. The structure of the framework.

Figure 1 shows the structure of our proposed model for the framework. There
are three main blocks in this framework: interoperability control, security control
and reliability control. The purpose of interoperability control is to create SOAP
message based on service description and business rules. The SOAP message is
transferred to security control module if a secure exchange of message is required;
otherwise, the message will be transferred to reliability control module. Since the



interoperability control is supported by most popular Web Services frameworks
such as Axis or WSIF, our design does not investigate on this module. The fol-
lowing subsections present the detailed design of security and reliability modules
in our framework.

Security module A Web application needs to be defended with a number of
threats. In this work, the framework is built for Web Services transactions which
use SOAP message protocol working over the HTTP protocol. Supposing that
HTTP relies on a secure network (i.e. the network is guaranteed the security
in the perimeter, network, host layer), this work focuses on security challenges
of application layer in interoperable transactions in SOA infrastructure. In this
case, SOAP messages need to be protected to ensure a high degree of confidential
and integrity.

In this framework, a security model that combines of XKMS [7], XML En-
cryption [8] and XML signature [9] has been proposed for transactions in SOA.
This model follows WS-Security [10] by using credentials in SOAP message with
XML Encryption and XML Signature. In this model, XKMS is used as a pro-
tocol for public key distribution center. The XKMS host plays the role as a CA
in interoperable transactions to distribute and to check the trust of public key
in XML signature and as a key distribution center for public key cryptography
using XML Encryption.

Since using XKMS, which is similar to Public Key Infrastructure, each par-
ticipant in this model must have key pair (public and private key) and register
the public key to a XKMS server. Thus, data transferred in this model inher-
its authentication, data integrity and non-repudiation of PKI architecture and
XML signature. It also supplies confidential thanks to XML Encryption. XML
information of transactions stored in each system is used to check after transac-
tions, warrantee auditing of security policy. This model fulfills the requirement
of Web Services interoperability in SOA architecture.

Reliability module Reliability is one of the important QoS properties for
Web Services transactions. This module deals with the problems of failed Web
Services requests over time, duplicated request, and the ordered delivery of mes-
sages. Since Web Services transactions are transferred normally on HTTP, which
provides only best-effort delivery, it is necessary to consider reliability in SOAP
message transactions. The structure of SOAP message offers the way to fulfill re-
liability by describing additional information and inserting it to SOAP message
headers. Although WS-Reliability [5] (former version is WS-ReliableMessaging)
is the specification proposed to guarantee the reliability of SOAP message deliv-
ery, it is much sophisticated for deployment. More, these specifications did not
provide solutions to incorporate with other properties of QoS such as security,
accessibility and performance. In this framework, reliability module is designed
on the basic of the Messaging Model [5].



Based on this model, additional fields are added to SOAP message headers
in our framework. On client side, these fields are embedded into the request
message before sending to Web Services provider:

MessageID : used to identify the request message to avoid the duplication
request.

Sequence Number : used in the case of re-sending an invocation which has
been failed before

Time-to-live: time within which the client program should receive an ac-
knowledgment or result from the server provider from invoking a request.

This module also provides asynchronous invocation for client application for
better performance and loose coupling, i.e. the client should not depend on the
processing times of the Web Services. To provide these properties, this mod-
ule will be implemented in multi-thread model for communicating reliably with
server. When timeout event happen without receiving expected response, this
module re-invokes the request until the result is received.

On server side, upon receiving the request message, the module extracts
Reliability fields (MessageID and Sequence Number) to check for duplication.
The fault message is sent back to client if the request is duplicated, otherwise,
the module dispatches SOAP message to an appropriate handler for invoking the
requested service, starts its timer. The module sends back data to appropriate
module when receiving result from requested service or timeout event from timer.
Fields for managing reliability are also added to headers of the response message
before sending back to another module for returning result to the client.

Additional properties In the context of Web Services, in addition to security
and reliability which are solved by proposed modules, performance, accessibility,
availability and integrity are other properties of Web Services needed to be inves-
tigated. Integrity property is gained in security module where data transferred is
guaranteed the confidential, integrity and non-repudiation. Our proposed frame-
work supports monitoring mechanism, therefore, it allows for a weak control of
availability by checking times of unavailability and long response in monitoring
log. Performance is an important QoS property in Web Services. Performance
is influenced by client and server processing times and network latency. In this
framework, more processing time is required in modules, therefore, we apply the
multi-thread and thread pooling paradigm to reduce overhead in transactions.

3 The Implementation of the Framework

3.1 Implementation Methodology

To build a framework for Web Services from scratch is a huge work and is
not the main aim of this research. Our implementation focuses on the QoS as
mentioned, therefore, the implementation should be built on top of a general
framework. For that purpose, we choose the popular Apache Axis framework for
extending additional functions to support QoS properties as designed.



Apache Axis is a distributed computing framework, much like CORBA,
DCOM, RMI, for Web Services. Axis shields Web Services developers from the
details of dealing with SOAP and WSDL. Developers could use Axis on the
server side to write service and deploy (using tools in the framework) it as a
web application on a web server; also, developers could use Axis on the client
side to consume Web services by using simple APIs. Based on the architecture
of Axis, our proposed framework is implemented by extending the Axis both on
client and server side to gain the intended properties of QoS. Since Axis is built
on Java, it could be used in multiple platforms thanks to this property of Java
language.

3.2 The implementation of the framework on client side

Fig. 2. The framework on client side.

In Axis framework on client side, data after processed into SOAP messages is
dispatched to class AxisClient to invoke a service request via Handlers in Axis.
In our framework, some classes are added to the Axis framework on client side in
order to control the quality of service for Web Services transactions. The figure
2 shows the relationship of the implementation.

The aim of class ClientQoSHandler is to handle the quality of services for
the proposed framework on client side. When receiving message from AxisClient
class, this class instantiates the class Security, which handles security module,
and class Reliability, which handles reliability module and performance for client
side of the framework. The ClientQoSHandler invokes security module to encrypt
and sign the SOAP message for the invocation. The algorithm for encrypting
and signing is loaded from a configuration file which is exchanged by partners in
advanced. The message returned from security model is dispatched to Reliability
class. This class implements the Runnable interface and associates handler object
to process the result back to the client thread.



3.3 The implementation of the framework on server side

Fig. 3. The framework on server side.

On server side, our framework also is implemented on the top of popular Axis
framework. In this implementation, MessageContext received from AxisServer is
dispatched to ServerQoSHandler which is responsible for handling the aspects
of quality of service on server side within the framework. The figure 3 shows the
relationship of modules in the customized framework.

The functionalities of additional modules on server side are similar to those
on client side. Security module handles MessageContext dispatched from Server-
QoSHandler to de-encapsulate (validates the signature and decrypts SOAP mes-
sage according to designed security model). Reliability module interacts with
Handlers on server side. This module implements Runnable interface and be
responsible for performance considerations as showed in the following section.
Besides, the framework on server side implements a QoSMonitor module to mon-
itor Web Services execution and performance.

3.4 Performance considerations

To reduce the overhead in the framework, multi-thread and thread pooling mech-
anism is used in implementation both on client and server side.

On client side, multi-thread technique provides an asynchronous invocation
so that the framework can improve performance since the client could resume
its work after sending an invocation.



Fig. 4. Thread pooling used in the framework.

On server side, on receiving a request, the request message is dispatched to
the QoS Handler before invoking the appropriate remote object; new thread is
instantiated to process QoS properties as designed. The multi-thread mechanism
can be used in order to process concurrent invocations, however, it also incur
more overhead due to instantiating the threads. Thread pooling technique [15]
can be used to reduce this overhead. In this technique, threads are shared in a
pool, when needing the handlers can get a thread-worker from the pool and then
release a thread back into the pool when finishing. The pool eagerly acquires a
pre-defined number of workers. If the demand exceeds the available resources,
the pool would instantiate more resources to execute. Figure 4 shows thread
pooling model used in the framework.

4 The Evaluation of the Framework and Case Studies

In the context of security, the framework provides the authentication, integrity
and non-repudiation for transactions thanks to that data is signed using XML
Signature and keys are certified by XKMS system. The confidential of data
is also ensured by XML Encryption. In this framework, various cryptography
algorithms can be used by editing configuration files, without rebuilding the
framework.

In the context of reliability, the framework provides fault-tolerant for trans-
actions in SOA-based applications. The framework on client side could monitor
requests, and guarantee that any requests receives appropriate response mes-
sage, otherwise, it tries to re-send requests or report the fault for system re-
covery. Fields added into reliability headers in SOAP headers make sure that
messages are transacted in a reliable environment. Reliability module also pro-
vides asynchronous invocation for client application for better performance and
loose coupling, i.e. the client should not depend on the processing times of the
Web Services.



Since our framework is built on top of Axis framework, we can use all func-
tions of Axis. Axis framework is implemented in Java language; therefore, it can
run in any application server supporting Java. Developers could use APIs of the
framework on both client and server side in the similar way to Axis (see [4] for
detail).

To demonstrate the use of our framework in practice, we have developed a
number of scenarios. For example, a two-tier transactions application in Internet
banking transactions has been developed using our framework. Once using the
framework for Web Services applications, transactions transferred among the
Internet banking systems are guaranteed QoS properties provided by the frame-
work. A long-running transactions application scenario has also considered and
built based on our framework. In this scenario, security is guaranteed in message-
level and can be configured in a file without customizing the framework. The
properties of security such as integrity, confidential and non-repudiation are guar-
anteed in transitive manner through point-to-point transactions between each
two contiguous systems. Reliability of transactions is also guaranteed in point-
to-point manner in a long-running transaction. The framework provides asyn-
chronous invocation on client side; therefore the performance penalty of such
a long-running transaction could be reduced. Clients can significantly resume
faster its work when transaction is dispatched to a next system. Multi-thread
and thread pooling mechanism on server side of the framework offers the better
performance for Web Services transaction processing. Readers can refer [14] for
more details.

5 Conclusion and future work

This work proposes a framework supporting QoS for Web Services transactions
in SOA infrastructure. The transactions in SOA-based applications built on top
of this framework are guaranteed the security and reliability without caring of
application developers. In addition, the framework on client side is designed
and implemented in multi-thread mechanism so that a client can significantly
resume faster its work, therefore, the performance penalty of Web Service can
be reduced, especially in long-transaction Web Services applications. On server
side, the properties of availability and performance are also reached by using
thread pooling technique. The implementation of the framework is based on top
of popular Axis framework, thus, the framework automatically inherits Axis’s
heterogeneity regarding communication protocols and back-ends of Web Ser-
vices.

Providing end-to-end QoS in a heterogeneous, potentially cross-organizational
SOA is a particular challenge and still needs to be investigated. In the future,
we will investigate on QoS for SOA-based applications both on qualitative and
quantitative. We will refine and evaluate QoS properties in particular application
areas so that these aspects can be applied in real world SOA-based applications.
QoS negotiation and agreement, contracts, composition of QoS requirements and
appropriate evaluations will be also considered in future work.
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