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Abstract

Enterprises can no longer afford to make a customer keep waiting for 6 months or 1 year for a release.
Thus, we adopt the DevOps workflow to deliver our product quickly. A DevOps workflow can bridge the gap
between develops and operators. It can also reduce develop time, create a robust product. However, as a large
telecommunication company, lots of POC environment need to be deployed among with the business growth for
telecommunication company, and process of deployment become complicate as well. Each environment might
meet different requirement. For example, some of the environments need to deploy SDN functions, but others do
not. Hence, we purposed a STEAM system, which is software lifecycle management. It records finished
requirements, fixed bugs and every microservice’s subversion in each release version. When we need to upgrade

the system, it’s very clear what version we need to upgrade.

Keywords-component; DevOps, microservice, version control system, Rolling Update
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Introduction(1/4)

+* In past five years, the DevOps workflow had been more
and more popular compared with CMMI and waterfall

model.

® devops @ cmmi waterfall model
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[.Introduction
Recently, DevOps workflow has become popular in software develop and production release lifecycle. This

term is the combination of "software DEVelopment" and "information technology OPerationS". Due to its
characteristic which can adapt to market needs, deliver product quickly, and bridge the gap from developer to the
operator. More and more companies try to embrace and adopt DevOps. In past five years, the DevOps workflow

had been more and more popular compared with CMMI and waterfall model.
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Introduction(2/4) Cnrgticn

“*Advantages of DevOps

Catch up the newest trend in the market

Bridge the gap between Develops and Operators

Delivery software and service rapidly and reliability
= Regression, Continuous feedback

Productive team work
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DevOps is a set of workflow towards software delivery where the key focus is on the speed of delivery, the
stability of any environment deployment. Enterprises can no longer afford to make a customer keep waiting for
the new feature for the half year. When the enterprises receive the feedback from the customer or in order to catch
up the newest trend in the market, enterprises need to upgrade their online system. Under the precondition that our
customers’ service can not be affected, we have to roll update our system without offline. As time goes by, our
system’s version will increase rapidly.

/]
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Introduction(3/4)

“*Problems of DevOps
* Too many DevOps tools and methodologies
= Although DevOps had been mature, it lacks central
version management
= Lack Automatlc Tag mechamsm in DevOps workflow
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Although DevOps had been mature, it lacks central version management. Furthermore, too many DevOps
tools and methodologies resulted in confusing when enterprise adopt DevOps workflow.
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Introduction(4/4)

“*How Chunghwa Telecom solve problems

* Choose suitable DevOps tools and methodologies and then used
them into our large cloud project

* Purposed Smart Tag Engine Application Manager (STEAM) to
strengthen rolling update which is part of DevOps Workflow

* Provide real-time release version searching
Rolling update system Easily

Management Friendly

System’s Loopholes indexing

STEAM
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Therefore, we need a robust DevOps workflow, version control methodology to fulfill smart rolling update.
We purposed Smart Tag Engine Application Manager(STEAM) to help us roll update production system. We also
show our tools and methodologies in DevOps workflow.

Chapter 2 talks about some DevOps tools that can make companies embrace DevOps workflow more easily.
Chapter 3 shows the workflow that Chunghwa Telecom is using. Chapter 4 reveals some problems when adopting
traditional DevOps and describe how STEAM solved it. Chapter 5 is the conclusion.
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Related Work

< IBM’s DevOps Workflow
* Continuous Planning
* Continuous Integration
* Continuous Deployment A

Flanning Imr’;:n’-’l:t"mr

* Continuous Testing

= Continuous Monitoring

Reference: [1] paper

+* Sri Lankan Software Practice

* The paper shows DevOps would positively impact to
quality of the software and responsiveness to business
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I1. Related Work

Is there has 100% assurance that DevOps will improve products’ quality, decrease product’s delivery time?
This paper [1] point out that implementation of DevOps would positively impact to quality of the software and
responsiveness to business needs. It's no doubt that DevOps can improve collaboration between development and
operations.

IBM purposed a delivery pipeline with various DevOps approaches playing it in 2015[2]. In this paper, IBM
divided DevOps into five parts. Such as “Continuous Planning”, “Continuous Integration”, “Continuous
Deployment” “Continuous testing” and “Continuous Monitoring” shown as figure2. This pipeline can be applied
to enterprise level complex product development.

In order to achieve successful of DevOps workflow, you can't make bricks without straw. We explore
specialized tool to support that facilitates DevOps through automation and then introduce powerful DevOps tools
that used in our DevOps workflow.

A. Continuous Integration tools
(1)Gitlab

A source code management system, which is a friendly web-based Git repository manager. Develops can
push and pull source code from gitlab, and can easily take a glance at what they fixed.
(2)Jenkins

Jenkins focus in two major jobs: continuous building/testing software project.
(3)Redmine

Redmine is an issue tracking system. It can track not only requirement but bug issue.

B.Continuous Deployment tools
(1)Microservice

Microservice is the difference between monolith application. Monolith application built as a single unit, it
might be a problem when scaling out. Microservice is much more lightweight than Monolith application. Due to
its scalability and stateless feature, can scaling out just one microservice instance, not the whole application.
(2)Containr Technology (Docker)

Container technology is widely used in DevOps workflow. Due to its scalability, portability and usability. To
deploy service to production or develop environment become easier. Container-based architectures enable
continuous delivery and deployment.

(3)Ansible
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Ansible is an open-source automation engine that automates software provisioning, configuration
management, and application deployment. Ansible deploys modules to node over SSH. Through ansible, we can
write deploy script at once and then run every node in our environment.
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Why Smart Tag Engine Application
Manager (STEAM)
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ITI. Chunghwa Telecom DevOps Workflow
This chapter describes Chunghwa Telecom Cloud Laboratory DevOps Workflow Approach and our

Smart Tag Engine Application Manager(STEAM).
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STEAM in CHT DevOps Workflow

Supervisor 5. Generate unique
tag for each docker
images and save

8. Test new feature tag info to STEAM
Regression and bugs. If
success, store info
to STEAM

Smart Tag Engine
Application Manager
(STEAM)

7. Start to deploy. Get
tag info from STEAM,
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2. Fetch code W Y,
a GitLab 4. Jenkins listens to
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6. Push imag
to docker
registry

Figure 4. shows the step by step transit flow. At the beginning, develops communicate with each other.
The requirement contains not only customer’s feedback but also the market trend. Once develops finished the
discussion, will produce requirement lists and then start to develop. We use git as basic codebase repository,
develops can checkout repo, commit code, and then push to the repository. In order to make the code change
clearly, we adopt Gitlab into our workflow. When develop committing code into Git repository, it will trigger
Jenkins to build. After building the code, Jenkins will show this build is a success or not. If this build is failed,
develops have to find out the problem and fix it. If this build is a success, Jenkins will create this microservices
docker container, and then send this container to docker registry as well as send this container’s version to our
production version control system called STEAM. Now, new features are finished and bugs are fixed. It time to
deploy to develop environment. After deploying, tester can start to test the system. Not only new features but bugs

be tested. Once pass the test, list of new features and bugs will be recorded into STEAM.
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Chunghwa Telecom

Advantages of STEAM

“ Advantages of STEAM
* Provide real-time release version searching
Rolling update system Easily
* Management Friendly
* System’s Loopholes indexing

+ Can search the 3™ party libs’ version if 3¢ party for announce
security issue
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I'V. Smart Tag Engine Application Manager (STEAM)
This chapter discusses how to choose the proper version and release into the market. We purposed Smart
Tag Engine Application Manager, called STEAM. STEAM records release tag, which is the candidate version for

deploying to the production environment.
STEAM has four advantages, which is it can provide real-time release version searching, make roll update

system easily, manage system friendly, and make loopholes searchable.
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STEAM Implementation(1/2) (3 220

Smart Tag Engine
Application Manager

** Front-End (STEAN)
= Use Swagger Ul Framework to show STEAM Service
* aspecification for defining the interface of a REST web service

UL K BT -henser “ACcepti */% Wtp1//10, 144, 190, 610000 relense Taghame. 0. 16- develon”
Request URL
10144190, 41 5090, eleaseTaghame 2.0, 14 teve 1o
(X} W Sefault Wapn-accs) v Il o, & Response Body

a4 Release Version

Spring REST Sample with Swagger
Spring REST Sample with Swagger
Each microservices' version

REST API

basic-error-controller : Basic Error Controller

greeting-controller : Greeting Controller
microservice-controller : Microservice Controller

production-tag-controller : Production Tag Controller

release-tag-controller : Release Tag Controller

sample-controller : Sample Controller

= - WV

STEAM use swagger framework as the user interface. It also supports standard REST protocol to make
service-side call friendly. The figure shows the swagger UL
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STEAM Implementation(2/2) (P poes
Smart Tag Engine

Application Manager
(STEAM)

+* Back-End
= Use Tree Structure

= Searchable
= Provide Standard REST API
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STEAM backend provides standard REST API calling. It stores data including microservices’ version, fixed
bugs list, common lib’s version and finished requirements list. The stored structure uses Tree structure. It makes

search easily.
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STEAM Content {§ prae

Smart Tag Engine
Application Manager

“+ Each release tag contains (STEAM)

* Finished requirements
* Fixed Bugs

Release Tag
* Microservice’s version 201 {202
= Common Libs Microservice 1| |20.master.20170502.25 | Microservice 1 | | 2.0.master.20170610.42
" 3rd Party leS Microservice 2 | 2.0.master.20170304.18 | Microservice 2 | | 2.0.master.20170612.34

Microservice 3 | 2.0.master.20170501.69 Microservice 3 | | 2.0.master.20170611.82

Microservice 4 | 2.0.master.20170502.71 Microservice 4 | | 2.0.master.20170611.92

Microservice tag: major tag + minor tag + branch name + tag Date + Jenkins Number

Major tag: this tag only increase when make incompatible API or finished huge milestone

Minor tag: increase when add functionality in backwards-compatible manner

Tag date: when this container be made

Jenkins Number: every time Jenkins started to build, it will give a unique ID to make sure the build is unique
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Each release tag contains five information. (1) Finished Requirement (2) Fixed Bugs (3) Microservice’s
version (4) Common Libs (5)3™ Party Libs

First, release version records each microservice’s version, shows at figure5. In this figure, you can see there
are 4 microservice recorded in release tag “2.0.1”. Each microservice has its own version. Beside, microservice’s
version adopts semantic versioning. Semantic versioning is purposed to solve “not clear” versioning. Our semantic
versioning format as following:

microservice tag : major tag + minor tag + branch name + tag Date + Jenkins Number

Thus, release version also records every requirement and bug. We use Redmine to manage project and
product requirement and bugs of the system. In the STEAM system, we implemented a redmine hook, which
hooking between redmine and STEAM. Once developer or project manager modifies the requirement or bug ticket
on redmin, STEAM also received this change and adjust status immediately. Hence, this release version can know

which requirement or bug has been finished.

We also include common libs and 3™ party libs to record libraries we used in our system.
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Use Case — STEAM in deploy strategy

¢ Build and Deploy Strategy

(Jenkins)

[ Cl Build Server

Regular Deploy
*RD * /
*Continuous Delivery* (NIERESERE I I\
Production Delivery

« Git Hook * Every Monday and || *Continuous Testing*
Thursday

» Commit merge

* Generate

- ; * For Test Team *Continuous Deploy*
microservice tag ||* For Develop

* Rolling Update

STEAM take apart in DevOps’s deploy strategy. When committing code from develops, Jenkins auto
generates the unique tag for each microservice. Jenkins store this tags into STEAM system. Our deploy strategy
has three parts. First part; regular deploy. In order to integrate and test code, regular deploy starts at every Monday
and Thursday. This environment is deployed by latest build version from STEAM. Second, alpha test deploy. This
stage is for a tester. The environment is deployed by alpha version Finally, Production delivery, deploy a system
to a production environment, which using release tag version from STEAM.
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Use Case —- STEAM in rolling update 1 528
+“+ Achieve Smart Rolling Update
Should
upgrade for
(After)

new feature

(Before)
Load Balancer Load Balancer
System System System System

With With With With
Release version Release version | | | Release version | | Release version

V2.0.1 V2.0.1 p V2.0.1 V2.0.3
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With the STEAM system, we can clearly identify which requirement and bugs has been fixed in this release

tag. After choosing the proper release tag, we know every microservice’s version indeed. Hence, we can upgrade

our system smart and smoothly.
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Use Case — STEAM in Security

+* Patch severity security issue announced by 3™

party/organization
% Avoid putting production system in danger

Message view
Mark Thomas <ma...@apache.org>

From
[SECURITY] CVE-2017-5650 Apache Tomcat

Subject
Date Mon, 10 Apr 2017 20:53:13 GMT

CVE-2017-5650 Apache Tomcat Denial of Service

Severity: Imaottan:

Vendor: The Apache Software Foundation

Versions Affected:
Apache Tomcat 9.0.0.M1 to 9.0.0.M18

Apache Tomcat §.5.0 to 8.5.12
Apache Tomcat 8.0.x and earlier are not affected

Description
The handling of an HTTP/2 GOAWAY frame for a connection did not close
streams associated with that connection that were currently waiting for

Reference: https://goo.gl/OcWgxc
ALWAYS AVEAD B 3 ﬁﬁ
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STEAM also can help searching the security issue when 3™ party/organization announce high severity
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loopholes.
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Conclusions A Boes

“* DevOps can bridge the gap between develops and
operators

<+ Operator can choose correct version
“* Make rolling update more stability
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V. Conclusions and Future Works

In this paper, we purposed Smart Tag Engine Application Manager(STEAM), a system that combines
enterprise workflow of DevOps. DevOps workflow can bridge the gap between develops and operators. However,
control the system’s release version become a huge problem when adopting traditional DevOps workflow.
STEAM system can help to solve this problem. This system can record each release version’s full information,
which include finished requirement, fixed bug and microservices’version. With those information, operator can
clearly choose correct version and deploy into production environment. Even the production environment need
rolling update the system, the operator can handle the situation.
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