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Introduction(1/4)

¢ In past five years, the DevOps workflow had been more
and more popular compared with CMMI and waterfall

model.
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Introduction(2/4)

“* Advantages of DevOps
= Catch up the newest trend in the market
= Bridge the gap between Develops and Operators
= Delivery software and service rapidly and reliability
= Regression, Continuous feedback
= Productive team work
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“*Problems of DevOps

= Too many DevOps tools and methodologies

= Although DevOps had been mature, it lacks central
version management

= Lack Automatic Tag mechanism in DevOps workflow

PERIODIC TABLE OF DEVOPS TOOLS (v2)  gvgep powNLOAD ADD

2

Aws
Os Open Source SCM B oatabaseMgmt [l Buid
4 Fr Free Hc B Rerorgmt B esting
Dm Fm Freemium Deployment B config/ Provisioning [l Containerization
Boirpestn] pd Paid B cioud/ieas/paas [l Release Mgmt B cotaboration
12 Os B Erterprise B 2/Monitoring [l Logging B security Os 14
Lb Ot
20 En|21 Os |22 Os|23 Os 27 Fr|28 Os|29 Os |33
Rg Mv  |Gr At Dh f
Redgate |Maven |Grade  |ANT FltNesse Seler\lum Gau.n Dccker Jenkms Bamboc DEF"W“G Smartfrog
38 En|39 Os|40 oOs[a1 oOs|42 46 Fm|a7  Pd 9 Fr
Dt Gp |Br Cs Cp
Datical Gu\ B (x:cci apistrano JuJu c
68 Fm|69
i CodeDe R CA Noho
Os|81

Nx "Ies Ud
Nexus FlasticBox De oybot | UrbanCods

11 B
Nr Dt Ni b d EI Ad Sp
New Relic |Dynatrace|Nagios  |Zabbix  |Datadog Tripwire | Fortify

W W Reference: httPs :/lgoo. gI/SQJSBP

Copyright © 2015 Chunghwa Telecom , All Rights Reserved. |




Introduction(4/4)

—

g DESE

ChunghwaTelecom

1
L ".

“*How Chunghwa Telecom solve problems
= Choose suitable DevOps tools and methodologies and then used
them into our large cloud project

= Purposed Smart Tag Engine Application Manager (STEAM) to
strengthen rolling update which is part of DevOps Workflow

=

et

STEAM
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* Provide real-time release version searching

 Rolling update system Easily
« Management Friendly
System’s Loopholes indexing
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Related Work

» IBM’s DevOps Workflow
= Continuous Planning
= Continuous Integration
= Continuous Deployment
= Continuous Testing
= Continuous Monitoring
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Why we need Smart Tag Engine
Application Manager (STEAM)
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this release Versi®
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STEAM in CHT DevOps Workflow

Approach

2. Fetch code > ,

— GitLab 4. Jenkins listens to
gitlab-events, then

Implementation

‘ Developer2
Developerl
_peveloper

8. Test new feature

Regression and bugs. If
success, store info
to STEAM

QA Tester
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Cl Build Server ="
5. Generate unique [ (Jenkins)

tag for each docker
images and save

6. Push imags
to docker

'H' tag info to STEA

registry

I@L‘"} Smart Tag Engine
Application Manager Docker R99|Stry

(STEAM)

.ANSIBLE

7. Start to deploy. Get
nSIbIe } tag info from STEAM,

and get containers from

\\{ docker registry
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STEAM Implementation(1/2)

** Front-End
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Smart Tag Engine
Application Manager
(STEAM)

= Use Swagger Ul Framework to show STEAM Service
« a specification for defining the interface of a REST web service

default (iv2/api-docs) v

Spring REST Sample with Swagger

Spring REST Sample with Swagger

Created by kkw@cht.com.tw
Apache License Version 2.0 REST API

basic-error-controller : Basic Error Controller
greeting-controller : Greeting Controller
microservice-controller : Microservice Controller
production-tag-controller : Production Tag Controller
release-tag-controller : Release Tag Controller

sample-controller : Sample Controller

- \

Curl

curl -X G

Request URL

ET --header "Accept: */*" "hitp://19.144.19@2.61:3890/releaseTaghame/v2.2.16-develop”

http://18

.144.199.61: 5099,/ releaseTaglame/v2 .2, 16-develop

Response Body

Request URL

4— Release Version

{
“releaseTagame": "v2.8.156-develop”,
"microservicesMap™: {
"ecc-testing-sample™: "@.@.1-SNAPSHOT.develop.2017@123.66",

ecc

"odl":

-automated-testing": "2.0.develop.2@8178486.65",
*2.8.develop.20170424, 29",

-order": "2.8.develop.20170420.56",

-cht": "2.8.develop.20178428.3",

-eureka": "2.0.develop.2017@420.28",

-up": "2.@.develop.208178425.97",

-redis": "latest”,

-api-gateway": "2.8.develop.28161289.18",
-common-configs™: "8.8.1-5NAPSHOT.develop.20178427.16",
-im-gquerybuilder”: "2.@.develop.20178217.1",
-storage": "2.8.develop.28170427.18",

-ra": "2.9.develop.20170425.31",
-proxyserver-outband": "2.8.develop.28178425.25",
-image": "2.@.develop.2817@427.21",

-inventory": "L@.develnp.2_61?8425.15?",

Response Code

200

Response Headers

{
"date":

"Tue, 23 May 2017 12:24:14 GHT",

"content-disposition™: "inline;filename=F.txt",
“transfer-encoding”: "chunked",
"content-type”: "application/json;charset=UTF-8"

Each microservices' version
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STEAM Implementation(2/2) g, ¥ <28
Smart Tag Engine

Application Manager
(STEAM)
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+¢» Back-End
= Use Tree Structure

= Searchable

= Provide Standard REST API
-
Fixed Bugs Requirements e

Requirement Requirement . . . . . .
seee .... oeee
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Smart Tag Engine
Application Manager

* Each release tag contains (STEAM)
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= Finished requirements
-
leed Bugs Release Tag
= Microservice’s Version 201 | 202
|

3rd Party Libs LMj\g[gfs\g_Mr\(imqg,l ’ |2.0.master.20170502.25| ‘ijqrwc_nwggvaigwa ‘ [2.0.master.20170610.42‘

’MigggﬁeNEQQZ\ |2.0.master.20170304.18‘ IMjg[g_sgﬂnvwigg(Zl [z.o.master.zo17oe12.34J

Microservice tag: major tag + minor tag + branch name + tag Date + Jenkins build number

Major tag: this tag only increase when make incompatible API or finished huge milestone

Minor tag: increase when add functionality in backwards-compatible manner

Tag date: when this container be made

Jenkins Number: every time Jenkins started to build, it will give a unique ID to make sure the build is unique
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Advantages of STEAM

“+ Advantages of STEAM
= Provide real-time release version searching
= Rolling update system Easily
= Management Friendly

= System’s Loopholes indexing

e Can search the 3" party libs’ version if 3" party for announce
security issue

ALWAYS AVEAD & 4R
(ST
; :::533: 3 N &ﬁg¥7taf/9 :
P o Copyright © 2015 Chunghwa Telecom , All Rights Reserved. | 12




——

Use Case — STEAM in deploy strategy i £EZE

< Build and Deploy Strategy

*RD *
« Commit merge

e Git Hook

» Generate
microservice tag

Cl Build Server
(Jenkins)

Regular Deploy

*Continuous Delivery* [AMEICIREE L)

+ Every Monday and | *Continuous Testing* Production Delivery

Thursday

» For Test Team * i Deplov*
 For Develop Continuous Deploy

« Rolling Update
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Use Case — STEAM in rolling update

*»» Achieve Smart Rolling Update

Should
upgrade for
new feature

(After)

(Before)

wem

Load Balancer

Load Balancer

System System | System System
With With With With
.| Release version | - | Release version .| Release version Release version
— v2.0.1 ' v2.0.1 @ p v2.0.1 v2.0.3
. L LS
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Use Case — STEAM In Security

% Patch severity security issue announced by 3"

party/organization

* Avoid putting production system in danger

Message view

From Mark Thomas <ma...@apache.org>

Subject [SECURITY] CVE-2017-5650 Apache Tomcat

Date Mon, 10 Apr 2017 20:53:13 GMT

Search

!

Release Tag

Microservice
tag
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CVE-2017-5650 Zpache Tomcat Denial of Service

Severity: Imﬁortant

Vendor: The Apache Software Foundation

Versions Affected:
Zpache Tomcat 5.0.0.M1 to 2.0.0.M18

Zpache Tomcat 8.5.0 to B.5.12
Lpache Tomcat 8.0.x and earlier are not affected

Description

The handling of an HTTE/2 GORWAY frame for a connection did not close
streams associated with that connection that were currently waiting for

Reference: https://goo.gl/OcWaqxc

Microservice
B

Microservice
A

Version of Version of
Third Party | @ @ @@ | Third Party
Lib x Libz

Apache
Tomcat
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Conclusions

“»» DevOps can bridge the gap between develops and

operators
“»» Operator can choose correct version

*» Make rolling update more stability
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