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Introduction-Digital Services(1/2)

Communication

« New ICT (Information and
Technology) services are booming quickly.

In digital service ecosystem, almost all services are

composed by multiple micro-services.
 Building composite digital services Is more
complicated for service providers.
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ntroduction-Digital Service Security

How to ensure digital service security?
— System security
— Network security
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Network Device Security

 What do we take care?

— Service providers focus on anti-virus, anti-
hacking, service performance.

— Telecom operators focus on stable and robust
network.

How about Network Device Security?
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Integrated Security Monitoring System

 The system aggregates all security data
under heterogeneous network
architecture.

 The system present analyzed
Information in a single panel.

 The system consists of three building
blocks

— Device log collection architecture
— Global security alarm correlation analysis
e T Security event notification
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Related work

 Network Operation Management
— EXpert system
— Intelligent Network Fault Diagnosis
— QoS

 Network Security Management
— Packet analysis
— Traffic analysis
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M et h O d O I O g y (1/3) Integrated device security monitoring process

Notlflcatlon Process

: Security '

| |

| Center I

I ‘/\)ﬂﬁ‘\ A B |

| t ' Responsible . |

| “ Supervisor im' [ S e q

I ' Y% £ I

I Securltyl M Notification | : E . = :
Person = to Security I bsnatls | | '

I Report processing I i [

| result Cernker (I = — ] |

g S g ) T S e o, | v

:_Integrated Monitoring : ! | :

Global Security '

. Correlation F !

! Analysis B B '

I Security Event Reports & Charts |

I I

| ISMS(Integrated Security Monitoring System) |

r, i
Log Collection Abnormal Log Collection

Emnor & Storage

Telecom Telecom Telecom
Facilities 2 Facilites 3 @ 77 Facilities N

Telecom

Facilities 1

8/15 = = = == g .. il e~ S (M.

Copyright©2016, Telecommunication Laboratories, Chunghwa Telecom All rights reserved.



= PETEFARR

Chunghwa Telecom Laboratories

M Et h O d O I O g y (2/3) Network device log collection architecture
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M et h O d 0 I O g y (3/ 3) Security event notification process
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SyStem Im p|em entatio n (1/3) Log Server Modules
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match => { "message" =>
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add_field =>[ "received_from",
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System Implementation(2/3)  important Monitor items

Classification Potential Attack Tvpe Monitor item Severity Detection technic
. 1.5can  activity orignated .. Analvsis of firewall & device
Port Scanning . Critical y .
from specific TP connection log
2 Attempt to log in f Analvysis of firewall,
. . JAttempt to log in from non- : D
Unauthorized Login Attempt P g Minor authentication server, and
PIOXYV SErver . .
device connection log
Device Access & Login : Analvysis of firewall,
. . . . 3 Successful login from non- . o :
Unauthorized Login Activity Major authentication server, and
* | proxyv server , :
device connection log
. Analysis of firewall,
Bruteforce Login Attempt or | 4 Abnormal frequency of . D ;
2 . . Minor authentication server, and
Activity login failure , ,
device connection log
To track user data or paralvze . Analysis of authentication
. : . - 5.Using dangerous console .. - . .
device service with console Critical server & device connection
commands
. commands log
Console Command Operation , —
. Analysis of anthentication
To destrov logging & : . . y . .
Lo 6.Device log deletion Major server & device connection
tracking ability
log
Analysis of device settin;
To destrov logging & 7.Modification of logging . - . . g
L EE ; Major modification or
tracking ability configuration ..
d authentication server log
. . . . . Analysis of device settin;
To confuse invading logging | 8 .Modification of NTP . ' . . &
. . . . Major modification or
by time modification configuration ..
authentication server log
. . . . Analysis of device settin,
Device intrusion by 0 Modification of ACL . ‘ . . &
o : . Major modification or
modifving access rules configuration ..
. . . authentication server log
Configuration Modification Analvsis of devi v
. . . nalysis of device settin
To paralvze service by DNS 10 Modification of DNS . - . . &
. . . Wamning modification or
modification configuration .
authentication server log
Device intrusion by . . Analysis of device settin,
o . 11 Modification of , ‘ . . g
modifving Authentication . . Minor modification or
y ) Authentication configuration ..
setting authentication server log
Analysis of device settin;
Device intrusion by 12 Modification of SNMP , - . : 5
' Minor modification or

modifving SNMP Setting

configuration

authentication server log
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System Implementation(3/3)

Integrated Monitoring panel
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Conclusion

* Building an Integrated Security
Monitoring System for Digital Service
Network Devices

* To help telecom operators to establish
centralized device security mechanism
for network devices.
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